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NAIC Insurance Data Security Model Law
Comply with Section 4.F Third-Party Diligence
Members of the NAIC Cybersecurity Taskforce expect states to quickly 
adopt the NAIC Insurance Data Security Model Law. The Model Law creates 
a legal framework for all states for requiring insurance companies to take 
specific steps to protect Nonpublic Information. 

Regulators warn that even if the law 
hasn’t been adopted in your state, they 
will examine insurance companies’ data 
protection and cybersecurity practices 
based on the Model Law. It is now the 
baseline standard of care.

The Model Law has the ability to impact 
the entire insurance industry—including 
third-party service providers with access 
to the data and systems of insureds and 
producers.  Insurance companies have an 
obligation to understand the data protection 
practices of their third-parties that are 
applicable under the Model 
Law requirements.

Which of your Third-Party Service 
Providers are applicable?

Insurance companies have a tangled web of 
third-parties and vendors and seldom really 
understand which of them access Nonpublic Information. Addressing this 
regulatory gap sits squarely with legal and compliance. Legal must identify 
all third-parties that are applicable to the Model Law.

State of Rhode Island
Department of 
Business Regulation

“Regulators will 
be looking at your 
data protection 
and cybersecurity 
practices even if 
the law hasn’t been 
officially adopted in 
your state. It’s the new 
standard of care.”

Elizabeth Kelleher Dwyer
Superintendent of Insurance,

Chair Northeast Zone

The ACC Vendor Risk Service is a turnkey service that enables insurance 
companies to effectively comply with third-party diligence requirements 
under the Model Law. In 30 days, you can risk profile all your third-parties 
so you’ll know which of your third-parties pose risks. The service is 
economical and the process is extremely efficient—saving you valuable time 
and resources.

How do you get in compliance?

www.acc.com/vrs
636.778.1632

https://www.acc.com/vrs/

