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ENTERING A NEW FRONTIER

Companies face a new reality under rapidly expanding US state 

data privacy regulations.  The California Consumer Privacy Act 

is set to go into effect January 1, 2020 and has sparked several 

other states to introduce similar bills.  

While the General Data Protection Regulation (GDPR) set the 

stage for a new era of data protection and privacy compliance, 

it has fostered a compliance narrative focused only on the 

extent to which US companies process the data of individuals 

located within the European Economic Area. The GDPR focuses 

heavily on documenting compliance efforts in preparation for 

investigations by the Data Protection Authorities.  

In contrast, the CCPA brings significant enforcement and civil 

liability risk to nearly any company doing business in California. 

A WAVE OF LITIGATION

The CCPA provides for a private right of action for instances in 
which a resident’s nonencrypted or nonredacted personal 
information is subject to unauthorized access and exfiltration, 
theft or disclosure as a result of a business’s failure to maintain 
reasonable security procedures.  

Businesses should be concerned, and for good reason. The 
California Consumer Privacy Act is set to be the next frontier 
for plaintiffs' attorneys. The data breach provisions alone offer 
game-changing incentive for private actions to enforce alleged 
failures of data security protections.  With up to $750 in 
statutory damages per resident per incident, the plaintiffs’ bar 
is poised to ignite an explosion of class actions. Companies 
must be positioned to defend themselves against these new 
tactics of the plaintiffs’ bar. 

“ Enforcement of the EU’s General Data 

Protection Regulation is bureaucratic and 

done by data protection agents wearing 

jackets.  The de facto enforcers of the CCPA 

and other emerging state privacy laws will 

be the plaintiffs’ bar. ” 
Marty Provin
General Manager, Jordan Lawrence

“ The California Consumer Privacy Act 

(CCPA) has potentially far-reaching 

implications for class action litigation and 

will it will not go unnoticed by the 

plaintiffs’ bar. ”
US Chamber
Institute for Legal Reform, LLP
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If Illinois' Biometric Information Privacy Act (BIPA) is any 

indication, businesses subject to the CCPA should be 

concerned. Currently, there are over 200 BIPA suits pending in 

the state of Illinois related to BIPA violations, and businesses 

without defensible compliance practices in place are sure to 

feel the consequences of noncompliance. 

THE TIPPING POINT

At present, nine other states have also introduced copycat 

bills with similar requirements to the CCPA.  Texas, in true 

form, introduced two privacy bill - one which could leapfrog 

the CCPA and go into effect as soon as September 2019.

The California Consumer Privacy Act removes the bar on 

discovery by granting California residents unprecedented 

access to their data held by companies. Perhaps the greatest 

risk companies face under the CCPA is being ready to respond 

to data access and deletion requests from residents exercising 

their rights. 

SIGNIFICANT FINANCIAL LIABILITY

A class action involving 5,000 California residents, for instance, 

could result in an award of up to $3.75 million.  A lawsuit with 

500,000 CA residents could result in an award up to $375 

million.  The financial rewards provide ample motivation for 

Plaintiffs’ counsel and significantly ramp up a company’s 

liability with uncapped statutory damages. In addition, the 

Attorney General’s office can seek $2,500 per “violation” and 

$7,500 per each intentional violation.

“ It’s important to note that the CCPA 
provides crucial lines of defense for 
businesses responding to data breach 
lawsuits.  First, they’ve got an opportunity 
to cure alleged violations.  Second, a 
lawsuit can – and should – be thrown out if 
the business was following reasonable 
security procedures and practices.  ”  
Brandon Reilly
Manatt, Phelps & Phillips, LLP

“ With these new privacy laws, we can 
expect a cottage industry of plaintiffs to 
test whether companies are in compliance. 
Professional plaintiffs will know before they 
request their information what information 
the company has about them. They’ll 
simply want to test whether they receive 
back everything they know the company 
has. If they don’t, a civil lawsuit (perhaps a 
class action) will be filed. ”
Al Saikali
Shook Hardy Bacon
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TIME’S UP! 

Companies only have a few months to prepare for the CCPA.  

With rapidly expanding state privacy regulations on the horizon, 

compliance efforts must be agile and iterative and provide the 

greatest level of diligence and defensibility.  Legal must ensure 

compliance efforts are effective, sustainable and adaptive. 

Companies that don’t have a handle on their data practices face 

a costly discovery nightmare and potential oversights when 

responding to data access requests that could spark litigation. 

You must know where all personal data exists in order to 

protect it and produce it, and you must know your legal and 

regulatory obligations for retaining information before acting 

on deletion requests.

There are three foundational requirements regulators and 

industry leaders agree provide the essential foundation for 

compliance and can also help limit liability.  Jordan Lawrence 

provides the standards, ongoing processes, and support to help 

companies meet these three obligations in just 45 days.

1. KNOW YOUR DATA
(Data Inventory)

Develop a comprehensive, actionable 

and sustainable data inventory that 

identifies personal and sensitive data 

across all data sources (not just what’s 

in databases).  Identify and address 

where personal data is at risk and 

respond compliantly to data access 

demands. 

2. KNOW YOUR VENDORS
(Vendor Risk Profiling)

Risk profile all third-party vendors and 

service providers to identify those 

relevant to data privacy and 

cybersecurity regulations.  Then, 

assess those vendors’ data security 

practices and ability to comply with 

data access and deletion requests.  

Demonstrate effective diligence and 

avoid risks. 

3. ELIMINATE DATA
(Data Retention & Deletion)

Connect personal data to retention 

requirements and operationalize 

deletion strategies across all data 

sources (email, paper, electronic) and 

eliminate unnecessary information.  

Personal data you don’t have can’t be 

breached and you don’t have to 

produce it.

“ The best shield against the coming wave 

of CCPA-based litigation from the California 

plaintiffs’ bar is a comprehensive and well-

documented compliance program. Building 

such a program must begin now.  ” 
Brandon Reilly
Manatt, Phelps & Phillips, LLP
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1.  Do we really know where personal data exists – really and truly?
CCPA applies to personal data in all formats and locations (paper, email, electronic, file shares, cloud applications, 

third-party service providers).  If you don’t know where personal data exists in all media types and locations (not 

just what’s in databases), responding to data access requests will be a discovery and regulatory nightmare.  

How you develop and maintain your data inventory of personal data directly impacts your ability to meet your 

compliance obligations, demonstrate an effective level of diligence with regulators, and defend your compliance 

efforts against plaintiff’s attorneys. Companies that have taken a limited approach and only identified personal 

data in applications or databases have fallen short of their compliance obligations.  

If you are not confident in the defensibility of your data inventory or you are struggling to maintain your data 

inventory, contact Jordan Lawrence to find out how we can help you meet your obligations rapidly and effectively. 

ARE YOU READY?  | SELF ASSESSMENT

2.  Are we keeping any personal data longer than we need to?
Under CCPA, companies must dispose of consumer data (in all media types and locations) when requested, unless 

there is a legal or business obligation to retain the data longer. Companies must understand what personal data 

they have, their legitimate business need to retain the data, and if there are any legal or regulatory obligations to 

retain the data.  

The safest approach is to not retain personal data longer than necessary. You can’t lose personal data you don’t 

have, and you don’t have to produce it.  Over retention of personal data is a liability.

For decades, legal teams have relied on Jordan Lawrence to develop, implement and enforce actionable data 

retention and minimization programs that are built on proven best practice standards and defensible deletion 

strategies and models. Learn More>>

3. Which of our third-party vendors access our personal data?
You are accountable for your personal data disclosed to your third parties and service providers – including your 

law firms and legal service providers. Most companies don’t have full perspective on all their third-party 

relationships or an understanding of which ones are relevant to data privacy or cybersecurity regulations.  

Legal executives must ensure an effective vendor risk profiling process is in place to identify which vendors are 

potentially relevant to regulatory requirements in order to comply. 

The ACC Vendor Risk Service is the most effective way for legal teams to risk profile all third parties, comply with 

regulatory obligations, and demonstrate effective diligence.  Learn More >>

http://www.jordanlawrence.com/schedule
http://www.jordanlawrence.com/dataminimization
https://www.acc.com/vrs/
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For over 30 years, Jordan Lawrence has been helping companies manage their information compliantly, 

defensibly and cost effectively.  We work with many of the world’s leading organizations to ensure they 

meet their obligations, mitigate risks, and reduce the costs of overall information compliance and control.  

Legal, compliance, privacy and IT teams at the world’s premier companies rely on us to help them meet 

domestic and international legal and regulatory obligations for data privacy and cybersecurity 

compliance, data retention and minimization, and third-party diligence.  We leverage over three decades 

of deep domain knowledge, robust frameworks, proven standards, and a proprietary service delivery 

model to provide predictable, practical and defensible results for our clients.

Since 2005, Jordan Lawrence has been an ACC Alliance Partner of the Association of Corporate Counsel.  

In 2018, we were appointed the exclusive ACC Alliance Partner for Data Privacy & Cybersecurity 

Compliance.  

Top law firms from around the world partner with us and leverage our services to provide clients the 

most comprehensive legal guidance available.

ABOUT US  |  Experienced.  Trusted.  Proven.

CONTACT US FOR MORE INFORMATION

636.778.1700

services@jordanlawrence.com

JordanLawrence.com


