
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

California Consumer Privacy Act 
Frequently Asked Questions 
PREPARING FOR REGULATORY COMPLIANCE  
KEY QUESTIONS FOR A DEFENSIBLE POSTURE  



 

No legal representation made. Jordan Lawrence is not a law firm and does not provide legal advice. 

California Consumer Privacy Act Frequently Asked Questions 
An amendment to the California Consumer Privacy Act recently proposed by California Attorney General 

Xavier Becerra and Senator Hannah-Beth Jackson is causing companies to grow increasingly concerned 

about CCPA compliance and the potential consequences for violations. The January 1, 2020 deadline is 

fast approaching, and defensibility in your compliance processes is key.  

• What rights does the CCPA grant California residents? 
The intent of the CCPA is to further Californians’ right to privacy by giving them an effective way 

to control their personal information by ensuring the following rights: 

o The right to know what personal information is being collected about them. 

o The right to know whether their personal information is sold or disclosed and to whom. 

o The right to say no to the sale of personal information. 

o The right to access their personal information. 

o The right to request deletion of personal information. 

o The right to equal service and price, even if they exercise their privacy rights. 

Companies that haven’t taken the necessary and fundamental steps to know their data, know 

their third-party relationships, and eliminate over-retained data face a costly discovery 

nightmare potential for oversights in responding to data access requests that could spur 

unprecedented litigation. 

• Is employee data covered?  
The term “consumer” as used by the California Consumer Privacy Act (CCPA) has caused a lot of 

confusion over what data is covered. Many companies are dismissing CCPA because they 

mistakenly believe it is not applicable to their business because they don’t collect “consumer” 

information.   

CCPA 1798.140 (g): " ‘Consumer’ means a natural person who is a California resident, as 

defined in Section 17014 of Title 18 of the California Code of Regulations, as that section read on 

September 1, 2017, however identified, including by any unique identifier. "  

Under CCPA, a “consumer” is a California resident. If you have employees who are residents of 

California, leading law firms are warning you not to overlook the application of the CCPA to 

employee data.  

“Read literally, the statute regulates data not only of individuals that consume a product (e.g., a 

customer of a store), but data stored relating to California-based employees, and California-

based business contacts or prospective customers.  The statute's application to employee data is 

further confirmed by the fact that “personal information” is expressly defined to include 

‘employment-related information.’” - Bryan Cave 

“Don’t let the ‘Consumer’ language of the CCPA fool you – under the CCPA, the definition of 

‘consumer’ can easily include employees so long as they are natural persons who are California 

residents because they are either domiciled in California for a temporary or transitory purpose or 

are in California for more than a temporary or transitory purpose.” - Greenberg Traurig 

 

https://www.bclplaw.com/en-US/thought-leadership/new-rules-for-employers-with-california-based-employees-does-the.html
https://www.gtlaw.com/en/insights/2018/11/employers-obligations-under-the-california-consumer-privacy-act
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“While use of the term ‘consumer’ may suggest a particular type of relationship, the term is 

defined broadly to include any California resident – and as a result, in its current form the CCPA 

also will apply to information collected by covered businesses about their California employees.” 

- Hunton Andrews Kurth 

In short, the current scope of CCPA is not limited to only customers.  It grants current 

employees, past employees, and job candidates that you didn’t hire the same rights. Effective 

and defensible compliance, then, must account for this inclusion. Consider these questions:  

• Are employee records and information accounted for in your data inventory? 

• Do you know what third parties are accessing, processing, or storing your employee data? 

• Are you over-retaining any employee information in email, on shared drives, or in paper? 

• What’s the deal with the private right of action?  
The CCPA, as it is currently written, only allows for a private right of action if there is 

“unauthorized access and exfiltration, theft, or disclosure as a result of the business’ violation of 

the duty to implement and maintain reasonable security procedures and practices appropriate 

to the nature of the information to the protect the personal information”. The consumer must 

provide the business with written notice of the specific provisions they have allegedly violated, 

and the current legislation allows the business a 30-day “grace period” to rectify the violations 

without penalty.  

However, an amendment (Senate Bill 561) introduced in February 2019 by California Attorney 

General Xavier Becerra and Senator Hannah-Beth Jackson would modify the current legislation 

to expand the rights of consumers. It would allow consumers to bring a private cause of action if 

their rights are violated without the need to demonstrate unauthorized access and exfiltration, 

theft, or disclosure.  

“If passed, the risk to businesses for noncompliance with the CCPA will dramatically increase...Consumers, 

without any demonstration of harm, would have the ability to file suit for any alleged violation of their 

rights under the CCPA. Additionally, if the proposed bill passes as drafted, businesses would no longer have 

the opportunity to cure the violation within 30 days before a private lawsuit suit could be filed or before 

the Attorney General could initiate an action.” - Elaine F. Harwell, Procopio Cory Hargreaves & Savitch 

• What’s the potential for litigation?  
Savvy plaintiffs' attorneys are exploiting the rapidly changing data privacy and cybersecurity 

landscape. Private rights of action, statutory fines, and new theories of liability are 

supercharging litigation against companies of all types and sizes – and they never saw it coming.  

“There is a growing campaign by the plaintiffs' bar to target data privacy and security in the hopes of 

striking it rich in a new goldmine on the level of the asbestos litigation of the 1970s, 1980s, and 1990s. 

Class action lawyers are pursuing data privacy cases and amassing fortunes even where no one has been 

harmed.” – Engineered Liability  

“The statutory damages potentially available under the CCPA will likely provide strong motivation for the 

plaintiffs class action bar to test its scope.” - Ian Ballon and Rebekah Guyon  

https://www.huntonprivacyblog.com/2019/01/16/ccpa-employers-should-consider-implications-for-employee-benefit-plans/
https://www.procopio.com/articles/view/expanded-rights-proposed-for-ccpa
https://www.instituteforlegalreform.com/research/engineered-liability-the-plantiffs-bars-campaign-to-expand-data-prviacy-and-security-litigation
https://www.law.com/therecorder/2019/01/25/anticipating-the-flood-of-cybersecurity-litigation-under-the-ccpa-what-to-do-about-it/?cmp_share
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If Illinois' BIPA is any indication, businesses subject to the CCPA should be concerned about the 

introduction of a private cause of action for violations without demonstrated harm. Currently, 

there are over 200 BIPA suits pending in the state of Illinois related to BIPA violations, and 

businesses without defensible compliance practices in place are sure to feel the consequences 

of noncompliance.  

• Where should I begin with compliance efforts?  
How you develop and maintain your data inventory directly impacts your ability to meet your 

compliance obligations, demonstrate an effective level of diligence with regulators, and defend 

your compliance efforts against plaintiff’s attorneys. Companies that have taken a limited 

approach and only identified personal data in applications or databases fall short of their 

compliance obligations. You must know where your data is to protect it, delete it, report on it, 

or produce it.   

Donna Wilson of Manatt pointed out in a recent webcast that, “[Data mapping is] a best practice 

regardless of the GDPR or the CCPA”.  

• Is compliance with other regulations enough to cover CCPA compliance?  
The regulations and privacy bill proposals currently under review are only the tip of the iceberg. 

As consumers become increasingly concerned with the privacy and the security of their data, we 

will continue to see data becoming more heavily regulated. CCPA copycat laws are already 

quickly emerging. A recent JD Supra article provided an overview of all of the potential CCPA 

look-a-like laws under review,  

“Legislators in nine states have introduced draft bills that would impose broad 

obligations on businesses to provide consumers with transparency and control of 

personal data. Of the nine states, six follow the full model established in the CCPA .” 

“All data is increasingly becoming regulated data, even without national-level data regulation.” – Andrew 

Burt, The Hill 

So while your current compliance practices may cover the obligations of regulations currently 

in place, the quickly changing regulatory landscape calls for compliance processes that can 

adapt to changes in both regulations and business processes.  

 

 

 

  

https://www.jdsupra.com/legalnews/copycat-ccpa-bills-introduced-in-states-20533/
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About Jordan Lawrence 

For over 30 years, Jordan Lawrence has been helping companies manage their information 
compliantly, defensibly, and cost effectively.  We work with many of the world’s leading 
organizations to ensure they effectively meet their obligations, mitigate risks, and reduce the costs 
of overall information compliance and control.   

Legal, compliance, privacy, and IT teams at companies from Avis to Wyndham rely on us to help 
them meet expanding legal and regulatory obligations for data privacy, data minimization, and third-
party diligence.  We leverage over three decades of deep domain knowledge, robust frameworks 
and standards, and a proprietary service delivery model to provide predictable, practical, and 
defensible results for our clients. 

Since 2005, Jordan Lawrence has been an Alliance Partner of the Association of Corporate Counsel.  
In 2018, the ACC appointed Jordan Lawrence the exclusive ACC Alliance Partner for Data Privacy 
and Cybersecurity Compliance.   

Top law firms from around the world partner with us and leverage our services to provide clients the 
most comprehensive legal guidance available. 
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